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Communicate with staff via org chart phone tree, as 

appropriate.  

Chief Executive 
Officer/Executive Director, 

Deputy Director, Managers 

 

Within 1-2 days 

Gather info from staff who discovered breach; hire a 

data forensics expert if necessary 
Chief Information Officer   

 

Within 1-3 days 

Consult with legal counsel who has privacy and data 

security expertise 
Chief Information Officer 

 

Within 1-3 days  

Contact cyber insurance provider  Chief Legal Counsel 

 

Within 1-3 days 

Notify law enforcement agencies, if appropriate  Chief Legal Counsel 

 

Within 1-3 days 

Determine full extent of breach: work with forensics 

expert if necessary to identify systems, accounts, data 
and individuals affected (clients, staff, donors, 

community partners, others); determine whether 
electronic health information involved.  

Chief Information Officer  

 

 

Within 1-3 days 

If the breach involves electronic health information, 

review FTC Health Breach Notification Rule, HIPAA 
Breach Notification Rule, and applicable forms (see 

Additional Resources below); provide notice to the 
FTC, the media, and/or Dept. of Health and Human 

Services (HHS), as appropriate  

 Chief Legal Counsel  

 

 

Within 1-2 weeks 

Communicate with media, if necessary  Chief Legal Counsel  

 

Within 1-2 weeks 

Coordinate notification to those impacted by breach, 

pursuant to applicable federal/state law 
 Chief Information Officer  

 
“without 

unreasonable 

delay,” so within 1-
3 weeks 
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Develop remediation plan pursuant to applicable 
federal/state law; repair or replace damaged 

technology; restore data from backups 

Chief Information Officer   

 

Within 2-3 weeks  

Debrief with leaders, team members; take steps to 

improve incident response; update policy as 
necessary 

Executive Director, Deputy 

Director, Chief Information 
Officer   

 

Within 3-4 weeks  

 

 

 




